NS

EVALUATION OF IPV6 SERVICES FOR FUTURE
AVIATION NETWORKS

Anil Kumar
Aniket Bhat
Computer Networks & Software, Inc.
Manu Khanna
Comptel, Inc.

7405 Alban Station Court, Suite B225, Springfield, Virginia 22150-2318 (703) 644-2103

www.CNSw.com



Outline

Motivation

Objectives

Mobile IPv6

VolPv6

Security in IPv6 Networks



(NS

m Lack of support for OSI standard from industry

m Evolution of ATN standards under International Civil
Aviation Organization (ICAO)

m Similarities between TCP/IP and ATN protocol

m Exploration of the TCP/IP protocol suite for
Communication, Navigation, and Surveillance (CNS)
applications

m Internet Protocol for Aviation Exchange (IPAX) Working
Group (under EuroControl) experimented migration of
aviation backbone infrastructure from X.25 based networks
to an Ipv6 networks

m Initiatives by IETF and IPv6 Forums



Objectives

m Deployment of various IPv6 services on IPv6 testbed at
Computer Networks & Software, Inc. such as

— Mobility
— VoIP/IPv6
— Network Security in IPv6



Mobility in IPv6
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m ATN and IPv4 network supports mobility over a variety of mobile
subnetworks

— to several shortcoming, complex communication process,
limited IPv4 addresses

m |Pv6 Protocol has Mobility as built-in feature

— Eliminates need of foreign agent required in MIPv4 due to use
of stateless auto configuration and router discovery.

— Provides source routing for optimization of routing directly
from corresponding node to the mobile node
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MIPv6 — Operation and Implementations

m Linux:

— MIPL Mobile IPv6 from
Helsinki University of
Technology (HUT) is an
Implementation for mobility
support

m FreeBSD:

— Based on INRIA’s IPv6 code
- Monarch Project from Rice
Univ.
m  Windows:

— Lancaster University’s
LandMarc Project



MIPvV6 Test Setup
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» Test Mobile IPv6 over the internet with Eurocontrol

* Home agent setup at CNS using HUT’s implementation

» Corresponding node (CN )setup at the Eurocontrol side

* CN reaches the Home Network (HN) through statically configured 6-in-4
tunnel

 Packet send to home address tunneled to mobile node in foreign network

* Route optimization tested — packet directed to mobile node directly

Eurocontrol, Belgium

CN IPv6 % Node

Network

IPv6 Home

IPv6 Address

Gover4 tunnel Mobile Node 2001:0:340:2200:20b:cdff:fe21:bb92/64

(Care-of-Address)

Home Ipv6
Network

Home Agent 2001:0:340:aa00::1001/64

IPv4
Internet

CNS, Inc. USA

Corresponde 2001:0:340:dd00::1001/64




MIPv6 — Trace ouput
(F_CNS L___----III

ICMPV6 (Request/Reply) |

donAlndd 200 0e3a0-aa02 - one- oo fffaaboas Qodan-3a0.60--10 LCMEGE Echo regl
13 5.051054 2004:0:340:60::10 2001:0:340:3a02:206:25FF :feab:99a2 ICMPYE Echo reguest
- 14 5.05108% 2001:0:340:2a02:206:25FF:Feab:9%az 2004:0:340:60::10 ICMPYE Echo repl
Router Advertlsement [ S e UL ¥ . I i Y . IE&U.. S TTT .\Eﬂu.:’wu IE&U.. AT UT T T ESL.US LRV \\Elg\luulp YUIILILGLIUII
- - -l C ot I =T F= - F=fat =S == kil F= - i = == Lo o To—rar N L S+ e
n f0r9|gn network 17 7118595 Fe80::202:h3tFifa33:4cch 021 ICMPYEG ROUTer advertisement |
18 7118821 2004 :0:340:40:206:25TT:Teab:9%al 2001054003202 11001 ML PG Binding Update
10 7.837900 ¢ TTUZ: :L:114an.99a ToMew G NETQNOOr So11Citat 100
. . 20 9.108013 feB0::202:b3ff:fe33:4cch ffoz::1:ffah:9%9a2 ICMPW G Neighbor solicitation
Blndlng update to home agent 21 9.108045 2004: :140:206:25FF:feah:99az feB0::202:h3ff:fe33:4cch ICMPYE  Neighbar advertisement
22 9.110378 2001: 1aaf2::lo0l 2004 :0:340:40:206:25FF:Feab:9%az MIPWE Binding Acknowledgement
23 9.116579 2004: 160::10 2001: 12a02:206:25FF :feab:9%a2 IcMPye Echo reguest
24 9,116677  2001: 1aa02:206:25ffifeabio%az 2004 16010 MIPWEG Home Test Init
25 9.117473  2004: 140:206:25FF:feab:9%a2 2004 : 160::10 MIPWE Care-of Test Init
26 9.118044 2001: 12a02:206:25ff :feab:9%az  2004: 160::10 ICMPYE Echo reply
27 9.119115 2004: 140:206:25FF:feab:99a2 2001: raal2::1001 ICMPYEG mMobile Prefix solicitati
28 9.1312595 2001: raa02::1001 2004 : 140:206:25FF:Feab:99a2 MIPWE ginding Acknowledgement
20 9,133043 2004 16010 2001: 13a02:206:25FF :Feah:9%a2 MIPVE Home Test
30 9.136874 2004: 160::10 2001: 12a02:206:25FF :feab:9%a2 IcMPye Echo reguest
31 9.136921 z2001: 13a02:206: 257 :Teab:9%9az 2004 16010 ICMPYE echo reply
32 9.152858 2001: raal2::1001 2004 : 140:206:25FF:Feab:99a2 MIPWH ginding acknowledgemant
33 9.155848 2004: 160::10 2001: 12a02:206:25FF :feab:9%a2 MIPVE Home Test
34 9.163604 2004: 160::10 2001: 12a02:206:25ff :feab:9%a2 IcMPyh Echo reguest
35 9.163654 2001: 12a02:206:25ff :feab:9%a2 2004 : 160::10 ICMPYEG Echo reply
36 9.170079 2001: 1aaf2: 100l 2004 : 140:206:25FfF:Feab:99az2 MIPWE Binding Acknowledgement
37 9.175913 2004: 160::10 2001: 12a02:206:25FF :feab:9%a2 MIPVE Home Test
38 9.181634 2004: 160::10 2001: 12a02:206:25FF feab:9%a2z IcMPve Echo reguest
39 9.181669 2001: 1aa02:206:25ff :feab:9%a2 2004 : 160::10 ICMPYEG Echo reply
40 9,153994 2004 : 160::10 2004 : 4 06:25ff:feab:99az MIPwE Care-of Test
41 9.1584138 2004: 140:206:25FF:Feab:99a2 2004 : 160::10 MIPWE Binding Update
42 5,189338 2004: 160::10 2001: 12a02:206:25FfF :feab:9%a2 MIPVE Home Test
43 9.159465 2004 : 140:206:257F:Feab:99az2 2004 : 1601110 MIPWE Binding Update
44 9207128 2004: t60::10 2004 : 140:206:25FF:Feab:99a2 MIPWH care-of Test
45 9,207259 2004: 140:206:23FF:feab:9%az 2004 : 160::10 MIFWE Binding update
46 9.225440 2004 : t60::10 2004 : 140:206:25FF:Feab:99a2 MIPWH ginding Acknowledgemant

1821 21.107361 2004:0:340:40:206:25FF :Feab:59az
1822 22.107364 2004:0:340:40:206:251F :Feab:99az
1823 24.235451 fed0::2c0:fOff:fe3l:708

1824 24,235671

ICMPWE Neighbor solicitation
ICMPYE neighbor solicitation
ICMPWE Router advertisement
ICMPYE neighbor solicitation

1825 24, 238246 2001:0:340:3a02::1001 ICMPWE eighbor advertisement
- - { 1526 24, 238267 2001:0:340:3a02:206: 20T Teabio%a’ caaldd: 1001 MIPYEG Einding Update
Binding update «— T LR SRR e T A
] 1828 24, 241208 2001:0:340:23302::1001 1aa02:206:25Ff:feab: 89042 MIPVE Binding acknowledphement
/ 1820 24, 241231 Te80::206:25FF Feab:ioga2 ICMPYE Heighbor advertisement
. . 1830 24.241804 2001:0:340:23a02:206:25FF:Feab:95a2 ICMPWE Neighbor advertisement
B|nd|ng ACknowledgement 1831 24.268065 2004:0:340:60::10 12302 :206:25FF:Feab:05a2 MIPVE Home Test
1832 24.268220 2001:0:340:3a02:206:25FF:Feab:95a2 16010 MIPVE Binding Update
BaCk In home network 1833 25.090521 2004:0:340:60::10 1aa02:206:25ffF :feab:99a2 ICMPUE Echo request
1834 25.090555 2001:0:340:3a02:206:25FF :Feab:99az 16010 ICMPYE Echo reply
1835 26.101084 2004:0:340:60::10 13a02:206:25Ff :Teab:9%az ICMPvE Echo reguest
1836 26.101117 2001:0:340:3a02:206:25FF:Feab:99az 160110 ICMPYE Echo reply



MIPv6 — Trace output
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EHFrame 18 (94 bytes on wire, 94 bytes captured)
HEthernet II, Src: aa:aa:03:00:00:00, Dst: Q0:02:h3:33:4cC:1c6
B Internet Protocol wvearsion &
version: 6
Traffic <class: oxoo
Flowlabhel: 0x00000
Payload Tength: 40
Mext header: IPv6 destination option (0x3cl)
Hop Timit: 255
source address: Z004:0:340:40:206:25FF :Feab:99az
B_ d U d M pestination address: 2001:0:340:3a02::1001
CInaton = =T
In Ing p ate essage Mext header: mMmobile IPVE (Ox3Iel
Length: 2 €24 bytes)
Padn: 4 bytes
option Type: 201 (0x<9) — Home address option
option Length @ 16
Home address @ 2001:0:340:3a02:206:257 T :Feab:9%9a2 (2001:0:340:3a02:206:257F :Teab:9%9az22
Bl Mobile IPve
Payload protocol: IPvE no next header (0x3k])
Header Tength: 1 (16 bytes)
mMobi ity Header Type: Binding update (52
rReserved: 0x00
Checksum: OxSaod
B Binding uUpdate
Sequence number: O
1... .... = acknowledge (Al flag: Binding acknowledgement reguested
abo & = Home Registration (H) flag: Home Registration
.1, .... = Link-Local compatibility (L) flag: Link-Local address compatibility
...l oL .. = KeEy Managewment Compatikbility (k) flag: Key mManagement mMobility Compatibility
Lifetime: 2500 (10000 seconds)
B mMokbility options
PacM: 4 bytes

E Frame 22 (94 bytes on wire, 94 hbytes captured)
HEthernet II, Src: 00:02:bh3:33:4c:chH, Dst: Q0:06:25:ab:99:a2
E Internet Protocol wersion &

version: @

Traffic <lass: 0Ox00

Flowlabel: 0x00000

Payload Tength: 40

Mext header: IPve routing (Oxz2bl)

Hop Timit: 254

Source address: 2001:0:340:3a02::1001

Destination address: 2004:0:340:40:206:25FF:feab:99az
B Routing Header, Types 2

Mext header: Mobile IPvE (Ox32)

Length: 2 24 bytes)

H H Type: 2
Binding Acknowledgement cigments Tefr: 1
Home address @ 2001:0:2340:a3a02:206:25FF:Feab:99az2 (2001:0:340:3a02:206:25FF:feakb:92a2)
EmMobile IPva
Payload protocol: IPvE no next header (0x3bD
Header Tength: 1 (16 bytes]
Mobility Header Type: Binding Acknowledgement (82
Reserved: Ox00
Checksum: 0x5298
B Einding Acknowledgement
Status: Binding Update accepted (00
O... .... = Koy Management Compatibility (kK2 flag: Mo Key Management Mobility Compatibility
Seguence number: O
Lifetime: 58 (232 seconds)
B Mobility options
Pach: 4 bytes 9




VolPVv6
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m SIP and H.323 based signaling for establishing VVoice over 1Pv6 calls
m SIP and IPv6

— Text based protocol

— True internet based, scalable, extendable to other IP capable devices
( e.g. gaming devices)

— Dynamic configuration of end systems (user agents) and load
balancing

— Use of Anycast by user agents to send all SIP messages to registrar
/outbound proxy

m SIP over IPv6 implementation for Linux
— SIP Express Router (SIP registrar server, proxy)
— Linphone and BonePhone ( IPv6 User agent)

10



VoIPVv6 - Implementations
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Mo, - | Time | Source | Destination | Protocal | Info

I I 1 0.000000 10.1.2.15 10.1.1.3 dard f22.1p5
Registration server R R e R T
. 3 0.459913 DNS Stanc.iard.query & Tocalhost
= VOCAL (VovidaOpen : o e
Communication Application Library) s R T SIb - status; 200 ok QL oinding:
- .. . q | 0
- IPV6 |nC0mpab|||ty (perl SC”pt) =~ Request-Line: REGISTER s‘lp:raot@\_2001:0:3‘4‘d‘:‘c‘c:0:0:0:1J:5060 SIR/2.0

Method: REGISTER

m  SIP Express Router (SER) —works as | _, e e maised
via: SIP/2.0/UDP [2001:0:340:cc::3]:5060; branch=25hG4bK2414450628

IPV4 and IPV6 Server, rellable P From: <sip:root@[2001:0:340:cc:0:0:0:1]>;tag=308245495
P To: <sipiroot@[2001:0:340:CC:0:0:0:1]»; Tag=308245453
Call-Ib: 90239026282001:0:340; cc::3
CSeq: O REGISTER
contact: <sip:(nul1)@[2001:0:340 3]s

User agents bt

user-agent: oSIR/Linphone-0.12.1

m  K-phone - IPv4 with SER, IPv6 T
version not able to register Screen Shot Showing Trace of SIP Register Request

| Linphone - IPV4. I PV6 With SER, nO Ma. - |Time ‘Source |Destinati0n |Pr0toc0| |InF0
voice data in IPv6 (bug in RTP stack) 11 63040786 200110:340-cci 32001 013401 ces 13 SirySD Rembeste VITE sipiroot82]

L 175001 2001: 1CCiis 200 Qicc:i2  SIP  Status: 100 Trying
1 - H'H i 10:340:ccr: SIP Status: 180 Ringing
u 6 VOICe IPV6 user agent/SIP proxy 114 95.179347 10.1.2.15 10.1.1.2 DNS standard query Mx T22,1pé
capabilities s 7w 101230 I01A5 IO bestination unreschabie

| |

= JMF, JRE, SIP StaCk Length: 287 i

Checksum: 0x061f (correct)

prOVIded by LanX v Session Initiation Protocol
i = Status-Line: :SIP/E.O 100 Trying
m  Other agents - Windows messenger, R e
LIPZ4 (lPV4, non- IPv6 Compatible) vMe\fisg?esrgjf.eg/uop [2001:0:340:Cc: 12] £ 5060; branch=z0hGabK2248423561

[ From: <sipiroot@[2001:0:340:cc:0:0:0:1]»;1ag=722220493;1a0=1035314875
P Tor <sipiroot@[2001:0:340:cc:0:0:0:3]:5060>

Call-Ib: 4222112742@2000:0:340 0202

Cseq: 20 INVITE

Content-Length: 0O

Showing Trace of Ringing Signal Received at the Clalller




VoIPv6 — Test Setup
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BVoie AS1

Test 1: i
Between IPv6 Networks
* 6 VVoice setup in two domains

e Client 1 “invites” client 2 H

* Client 2 connected as a client 8
of client 1
» Significant latency observed S SIP 1P SIF Clint - Kghone
(SIP expre: caller i
o SO
3-INVITE { Forwarded)
PmessgA\|) | TPv6 Network TR O
AS3 f- TRYING (Forwarded)
7-RINGING
Test 2: DSTH o RNGI Fonrced
VolP application between IPv4 —IPv6 = T
e IPv4 UA in IPv6 network (K-phone) el
« IPv4 UA in IPv4 network (Windows Msngr) Nevor 150K (Fonrdal
« SIP express router as registration server 17 1lega esdon
.. . 11 = 18-B
« DSTM based transition mechanism . :
 Acceptable latency values TPy 4 P Client
Window
Messenger
(receiver)

12




VolIPv6 - Inferences
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6Voice - Voice Over IPvé
SIP Information RTF Information

| »

Encoding: | 16-bit linear ¥

m SIP signaling in 6Voice owator 40ms v

Invitee: root@2001:0:340:cc: 2210000 v

carried out using TCP

m Test1: 6VVoice demonstrated
successfully it was observed s o v 2 oo | o]
that there was Sign Ificant Screenshot of 6Voice GUI (client 1) after Connecting with the
amount of latency (600ms) in Other Tlient (client 2)

No, - | Time ‘ Source | Destination | Protocol | Info

4]

>

4]

the voice transmission (can be N 5505152 = zszgs;;csﬁzwz

22 10 029428 10 1 2 10 10 l 2 15 ICMP Dest'lnat'lun unreachalﬂe

36415 > 10000 [ACK] Seq 273
TCP 36415 > 10000 [PSH, ACK] Se
26 11.653531 2001:0:340:cci:2 2000:0:340:cc::3 TCP 10000 > 36415 [ACK] Seq=270

attributed to JMF bugs)
m Test 2 Between IPV4 network : 27 e RoRe 0kl o ons | Standard, Eﬂefffﬂfrfzz ips

24 11. 638525 2001:0:3 : 208 :
25 11848501 2001+0+340+ces 3 2001+0:340+cc

1 D050 De O 00 T3 cc 55 53 40 50 2F 32 28 30 20 22 30 ....- ST F/2.0 20
an V USIng S Owe 0060 30 20 4 4b od 0a 46 72 6f ed 3a 20 20 20 20 20 O OK..Fr om:
0070 20 20 20 20 20 20 73 69 70 3a 72 &F 6F 74 40 66 i pirootef
0080 32 32 0d 0a 54 6F 3a 20 20 20 20 20 20 20 20 20 22..To:

Iatenc Of 100mS 00%0 20 20 20 20 73 69 70 33 6d 61 Ge Ga 75 40 72 61 sip: manjulra
. 00al 7O 74 aF 72 2e 74 8% bC 73 63 &F 6d 2e 63 &8 0d  pror.tel scam.ch.

00O 0a 43 61 6c 6c 2d 49 44 3a 20 20 20 20 20 20 20 .cCall-ID :

_y = 00CO 20 32 36 32 37 3040 72 6L 70 74 6F 72 20 74 65 2AZVOEr aptor.te
I nte rope rabl I Ity between UAS 00d0 6c 73 83 of 6d 2e 63 68 0d 0a 43 53 65 71 3a 20 lscom.ch ..CSeq:
0020 20 20 20 20 20 20 20 20 20 20 31 20 49 4e 56 49 1 INVI
00f0 54 45 0d 0a 43 &6F Ge 74 65 6e 74 2d 54 79 70 65 TE..CONt ent-Type
- H 0100 3a 20 20 20 61 70 70 6C 69 63 &1 74 69 6f 6e 2f :  appl dcation/
USIng SER |”ustrated 0110 72 54 70 0d 03 43 6F 62 74 65 b2 74 2d 4c 65 e sdp..Con tent-Len
0120 67 74 68 3a 20 35 31 0d 0a 0d 0a 76 3d 30 0d 0a  gth: 51. ...v=0..
0130 63 3d 40 4e 20 49 50 36 20 46 32 32 2Ze 74 65 6C  C=IN IP6 F22.tel
0140 72 63 6f 6d 2e A3 68 2f 31 36 0d 0a 6d 3d 61 75  scom.ch/ 16..m=au
0150 64 60 6f 20 35 36 37 38 20 52 54 50 2f 41 56 50 o 5673 RTP/AvP
0160 20 30 0a 0.

Trace Showing TCP Encapsulated SIP Message Interacti%n




Security in IPv6 Networks

(CNS

Requirements of a secure network:
— Authentication of data
— Privacy of data
— Data Integrity

— Non-repudiation of data

The solution???

IPSec — One size fits all

7405 Alban Station Court, Suite B225, Springfield, Virginia 22150-2318 (703) 644-2103

www.CNSw.com



IPSec over IPv6

(NS

Features
— Mandatory in IPv6 networks.

— Security provided by means of Authentication
Header (AH) and Encapsulating Security Payload
(ESP).

— AH - Provides integrity and authentication, no
confidentiality.

— ESP - Provides confidentiality and optionally
Integrity and authentication.

— Key exchange is via the Internet Key Exchange
protocol.

15



IPSec over IPv6

Modes of Operation

(NS

Two modes of operation — tunnel mode, and transport
mode.

Transport mode — Security for upper layer protocols
when communication is directly between the end-
points.

Tunnel mode — Security between two nodes having
Intermediate security gateways to unprotected
networks. Entire IP datagram is secured via tunneling
between the gateways.

16



IPSec over IPv6

Security Associations

(NS

— Parameters that need to be shared between
communication entities.

— Include keys for authentication and encryption,
algorithms for encryption and authentication,
algorithm specific parameters.

— Specified between a specific pair of host/gateways
and with a specific direction.

— Saved In two databases; security association
database (SAD) and security policy database
(SPD).

17



IPSec over IPv6

Implementation and Test topology

NS

NETGEAR 10Base-T
4 Port Hub

58 3

Node A Node C Node B
IPvE Address = IPvE Address = IPvE Address =
2001:0:340:2a00::1001 2001:0:340:2a00::1003  2001:0:340:2a00::1002

Test topology — IPSec over IPv6 (Transport Mode)

18
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{@ HTTPMoSecurity - Ethereal

File Edit Yiew Go Capture Analyze Statistics Help

IPSec over IPv6

I D DN DN D BN R N ED
=18l

B ORAxRE Qe DF L QAQQEPHE X T

@ Filker: i

LI + Expression. | %‘vgearl V Ajplyl

Destination

Infa

1 C nttp S
2 0. il IMPwvE Meighbor solicitation
3 0.000339 :0:340: 111002 ICMPvE Neighbor advertisement
4 0,000449 101340 111001 TCR http » 32805 [SYN, ACK] Seq=0 Ack=1 Win=5712 Le
5 0.000598 :0:340: 111002 TCR 32805 » http [ACK] Seg=1 Ack=1 win=5760 Len=0 T
6 0.008011 0:340: 111002 HTTP  GET / HTTR/1.1
7 0.008122 101340 111001 TCR http » 32805 [ACK] Seq=1 Ack=415 Win=6432 Len=0
B 0.008770 $0:340: 111001 HTTP HTTP/1.1 200 oK (text/html)
9 0.008880 $0:340: 111001 TCP http = 32805 [FIM, ACK] Seq=328 Ack=415 win=543
0 0.008881 101340 111002 TCR 32805 > http [ACK] Seq=415 Ack=328 win=6432 Len
1 0.009468 100340 111002 TCF 32805 > http [FIN, ACK] Seq=415 Ack=329 Win=643
2 0.009579 :0:340: 111001 TCR http = 32805 [ACK] Seq=329 Ack=416 win=6432 Len
[4] | 0|
b Frame 1 (94 bytes on wire, 94 bytes captured) =1
B Ethernet II, Src: 00:c0:f0:6b:bf:68, Dst: 00:0c:76:8e:58:9d
» Internet P 4]
Wersion: &
Traffic class: 0x00
Flowlabal: 0x00000
Payload Tength: 40
Mext header: TCP (0x06)
Hop Timit: &4
Source address: 2001:0:340:2a300::1001
Destination address: 2001:0:340:aa00::1002
= Transmission Control Protocol, Src Port: 32805 [32805), Dst Rort: hittp (B0%, Seq: 0, Ack: 0, Len: 0
Source port: 32805 (32805)
Destination port: http (BO) =
Sequence number: 0 (relative sequence number)
Header Tength: 40 bytes
I Flaos: 0x0002 (5N Ad|
000a 0 ) =
0010 [i )
0020 )
0030 10 00 50 Od Bt e6 a4 00 00 =
0040 00 00 a0 02 16 8O b7 d0 00 00 02 04 05 a0 04 02 k|
nternet Protocol Yersion 6 (pve), 4C §|P: 12 1ZMo Vi

Ethereal trace showing HTTP traffic with no security

associations
19




IPSec over IPv6

¢ § ___§ _§ N _§ B BB}
=181

File Edit Yew Go Capture Anslyze  Statistics  Help

D BExRERe? DFL QQAQ POHEX T

(CNS

Ei\ter: || j + Expression... ‘ Q@gear Qf Apply ‘
Na, - ‘Dest\nation ‘Pmtocul |Inf0
f ICMPVE  Medghbor

o] ESP E5F (5P ]

2001:0:340:2a00::1001 5001:0:340:3300::1

002 ESP  ESP (SPL=0x00000201)
2001:0:340:2a00::1001 2001:0: 34023005 :1002 ESP ESP (SPI=0x00000201)
2001:0:340:2a00::1001 2001:0:340:2a00::1002 ESp ESF (SPI=0x00000201)

[ [

b Frame 2 (134 bytes on wire, 134 hytes captured)
b Ethernet II, Src: 00:0c:76:Be:58:9d, Dst: 00:c0:f0:6h:hf:68
= Internet Protocol Version &

Varsion: &

Traffic class: 0x00

Flowlabel: 0x00000

Payload length: 80

Next header: AH (0x33)

Hop Timit: 255

Source address: 2001:0:340:aa00;:1002

Destination address: 2001:0;340:aa00::1001
= Authentication Header

Mext Header: ESP (0x32)

Length; 24

SPI: Qx00000300

Sequence: 1

oy
= Encapsulating Security Payload

SPI: (0x00000301

Sequence: 1

Data (48 hytes)

0000 00 <0 f0 6b bf 68 00 Oc 76 Be 5B 9d B6 dd 60 00 ... k.h.. v.X...

0010 00 00 00 50 33 £ 20 01 00 00 03 40 a= 00 00 00 ...P3. . ...Q...
0020 00 0O 00 00 10 02 20 01 00 00 03 40 22 00 00 00 ...... . ... Q...
0030 00 00 00 00 10 01 32 04 00 00 00 00 03 00 00 00 ...... 2 e
0040 00 01 e0 75 30 1b 2 b0 7d 8 d7 of b7 Bb 00 00 ...u0... Fo...... S

[Filex HTTRSecUty 750 bytes 00:004 | F: 5 07 5 M, 0

Ethereal trace showing encapsulated HTTP traffic

20
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m |Pv6 testbed helps in testing implementations that are
available

m Services such as MIPv6, VolP/IPv6 were setup based on
popular implementations and analyzed

m Security in IPv6 was studied and analyzed based on IPSec

21



